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Introduction

This document describes the Niagara 4 OpenADR Service (OadrService) and its
subcomponents. OadrService implements the OpenADR Virtual End Node (VEN) which
is used to communicate with the OpenADR Virtual Top Node (VTN). Although a VEN can
behave as the VTN in certain interactions as shown in Figure 1 below the Niagara 4
OadrService only implements the VEN functionality.

There is always a one-to-one relationship between a VEN to a VTN so typically only one
OadrService is installed in the Niagara Station. The OadrService requires a Tridium
license to operate and when deployed in a Niagara Station becomes a communication
endpoint that represents one or more logical resources (shedable loads, endpoint
equipment, meters, etc.). The OadrService is a communication mechanism only and
does not define how resources are assigned to events and signals from the VTN.
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Figure 1

The OadrService implements the following features defined by the OpenADR
Specification:

- Profile 2.0a of the OpenADR specification

- Profile 2.0b of the OpenADR specification

- Simple HTTP pull model with polling

- EiEvent Service

- EiReport Service
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EiRegisterParty Service

EiOpt Service

Signal Types SIMPLE, ELECTRICITY PRICE, LOAD DISPATCH, and others defined in
Table 1 of the OPenADR 2.0b Profile Specification v1.1. Custom Signal Types are also
supported

Standard Security Level

OadrService Certification

Niagara OadrService is certified as OpenADR 2.0a and OpenADR 2.0b compliant service.

OadrService Security Architecture and Certificate Types

Niagara OadrService implements the OpenADR 2.0 ‘Standard’ security level. The
‘Standard’ security level uses TLS 1.2 for establishing secure communication channels
between a VEN and a VTN. OadrService uses the Public Key Infrastructure (PKI)
certificates to provide VEN security services like authentication, confidentiality, and
integrity.

The following parameters will be used for certificates:

RSA — 2048 bit key
Certificate Type — X.509v3

The following parameters will be used for transport layer:

Transport Layer Security — TLS 1.2
Cipher Suite — RSA —TLS_RSA_WITH_AES128 CBC_SHA256

Certificate Fingerprints

VENs must facilitate registration by providing a ‘certificate fingerprint’ which can be
easily transmitted out-of-band to the VTN.

The certificate fingerprint will be generated as follows:

1. Perform a SHA-256 hash on the bytes of the DER-encoded client certificate.
2. Take the last 10 bytes (from the 32-byte SHA-256 hash), represented as pairs of

hexadecimal digits, separated by the colon character.

Niagara 4 Module Installation
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Niagara OadrService is distributed as a single module named openAdr-rt.jar. Install this
module on the computer where Niagara Workbench will be run by copying openAdr-
rt.jar to the modules folder.

If running the station on a remote PC or JACE, use Workbench to install the module to
the target station. Refer to the Niagara 4 documentation on details steps on how to do

this.

Restart Workbench and the Station after installing the module.

OadrService Niagara License

Niagara OadrService requires a valid Niagara 4 license. The license includes the number
of VEN objects that can be configured in the station.

Niagara License Feature Name: openADR with an attribute of VEN.limit specifying
number of VENs allowed in the Station.

OpenADR Certificate Generation and Configuration — Generating Certificate with Niagara

OpenADR secure connections (https) require the use of certificates. These
certificates must be created and signed with the cooperation of the owners of
your VTN. You may generate your VEN’s certificate using Niagara.

1.
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Open your N4 Supervisor station’s Certificate Management Service. At the bottom
of the User Key Store tab, click New.

Fill out the form for your VEN’s new certificate. Make sure to include the Common
Name, which can be either the IP address or the hostname of the VEN. Some
environments also require a Subject Alternate Name.

Click OK to generate the certificate.

After the certificate has been generated, select it and then click Cert Request. Save
the resulting .csr file to a convenient location.

Send the .csr file to your VTN provider for signing. They should send you a .pem file
in return, along with a password for the file.

When you have received the signed .pem file, open the Supervisor’s Certificate
Management Service again and this time click Import. Locate the .pem file from the
VTN and import it. You may have to enter the file’s password.

After the import has been completed, the yellow icon beside your VEN certificate’s
alias should turn into a green shield icon.



8. Your VTN should also have sent you a .pem file that is their root or intermediate
Certificate Authority’s public key. You can import this into your User Trust Store by
opening Certificate Manager Service and then changing the tab to User Trust Store,
then clicking Import. This will enable your Supervisor station to recognize and trust
communications from the VTN.

If you are using Canvas Cloud VTN, you will need to know your certificate’s fingerprint.
There are two ways to identify the certificate’s fingerprint. The easiest way is to double-
click on the certificate in the Certificate Management Service and copy the SHA
Fingerprint from the popup window. It should be 20 character pairs separated by
colons. If you would prefer, you can use OpenSSL to get the fingerprint as follows:

1. In your station’s Certificate Management Service, select your certificate and click
Export.

2. Leave the box for exporting the certificate’s private key unchecked. We will only
need to export the public key.

3. Export the certificate’s public key to a convenient location in your file system.

4. Download OpenSSL from the Internet.

5. Add the bin directory of your OpenSSL installation to your PC’s system environment
variables path.

6. Open a command prompt window as Administrator and use the “cd” command to
move to the location of your certificate’s public key.

7. Run the following command, replacing “certificatename.pem” and
“certificatename.der” with the name of the .pem file you just exported (and its
counterpart .der file.)
openssl x509 -outform der -in certificatename.pem -out certificatename.der

8. This should create a version of the .pem file that is of type .der. Then run the
following command:
openssl x509 -in openadrcertchain.der -noout -fingerprint

9. The result of that command should be your certificate’s SHA fingerprint. It should be
20 character pairs separated by colons.

OpenADR Certificate Generation and Configuration — Certificate from Kyrio.com

If you are using Canvas Cloud VTN, your test certificate may come from a third party
such as Kyrio.com. Certificates and the private key must be assembled into a single pem
file to import them into the Niagara Stations User Key Store. Steps to install the
assembled pem file are listed below:

1. Coordinate with the VTN operator to get the client and CA intermediate and root
certificates. These certificates are typically provided by Kyrio.com in a single zip file.
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2. The OpenADR certificate bundle from Kyrio.com will typically include five files:
- OpenADR_RSA MCA_Cert.pem
- OpenADR_RSA_RCA_Cert.pem
- RSA_VEN_cert.pem
- RSA_VEN_privkey.pem
- RSA_VEN_cert_Fingerprint.txt
Note that there may be other timestamp data in the name of the files listed above.

3. After following below steps once, the certificate is imported into niagara then send
the fingerprints from niagara certificate management->user key store to the VTN
operator so the VEN can be registered with the VTN.

4. Create a new (blank file) in a plain text editor like Notepad. Name it
“openADRCertChain.pem”

5. Copy the entire contents of the *_privkey.pem file into the openADRCertChain.pem
file.

6. Copy the entire contents of the * _cert.pem file below the *_privkey.pem file
contents in the openADRCertChain.pem file.

7. Copy the entire contents of the * MCA_Cert.pem at the end of the
openADRCertChain.pem file.

8. Copy the entire contents of the *_RCA_Cert.pem at the end of the
openADRCertChain.pem file.

9. Save the openADRCertChain.pem file. This is the file that will be imported to the
Niagara User Key Store. Note that the order of the contents of this file are
important and the file must be assembled in the order listed above. Sample
assembled file is shown below.

MIIEogIBAAKCAQEAI6/hTj7zhhirNDJOGPaHRFkPXwYJI20U3UdiFK/ubg9YODqz
JmbsLHfZBF39¢c1GgWp/ZT80ZZ+fyxRt3em3nh8XQ3n3KVKCL6fGGBNfjulX8YMn)ZttmAEiH
HKmNBKeqz2uTa5rMoTll6dfwRjo6kA4uTs7gcFb6F/62gUnBOedKjOcCgYEAXH94
iZPgq6yZYHkKiF8jT7Icolnh4obAuoBjpQladLKBuXBcm+Occo7MCixiwLwlAUzvQ
vBYpl+Y+qcQfKADRUxwf/1s32CsxnFBKVMHYD/72/AWx4jmWK/EI2mKO/DS8fohH
xJifH34kv6SEg34wKZfCE3gWDJE/V5fl9+ZM90UCgYAG2dIPYZjHAFnjv8ZY6kSR
CLVFAdzoXVPkg9SPhPiTepc+hQ2EdMzL5110cK6hTiOJHIX/jgG201+2TW+gBHNZ
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rmV5wiALXEMivKSRO8+rwE5TlogGunzOoWwiHS3uwuv5bwRpEnNNdh/7scFhXZiz0
1Pcy7dD9w/allLluKHaNQQKBgDQvWIbHVCqgjagxQo93nzlvzBJIJY+kiOnsNb+k8s
77rCXKzO0ZUZDMqLy/qDsTIYhUdkJELVy+TgUhN3XPSMFnJIC7SiHFDyvs/w8gpEh
7f2)jNR/uq9G9e/zmkb2V9z5MH02PUEj+1aEzMOssliv¥aEaMauz/78UsCZ07CWS
Hyx1AoGASDLSIQ8WGGxA/dNz/ulSgmnHKMR1d8s+JBKxtit6PrxUgnXeDzJkWAUC
+ELzOpNagqe250pAKEASITZL1VTD+IJE8DMkzV5fvz9yqFV+Z6d/jfsghmBBQ+EQ
186iTKVC0aO+tBGerlivMtZAQQqY8mu20cW4biyuAwH2u9S/uhH4=

————— END RSA PRIVATE KEY-----

MIIENDCCApygAwIBAgIJALI37dMDnieHMAOGCSqGSIb3DQEBCWUAMGWXCzAIBENV
BAYTAIVTMRkwFwYDVQQKEXBPcGVUQURSIEFsbGlhbmNIMRcwFQYDVQQLEwW5SUOEg
VKkVOIENBMDAWMTEpMCcGAL1UEAXMgVEVTVCBPcGVUQURSIEFsbGIhbmNIIFJTQSBW
RU4gQOEwWHhcNMEWMjAOM]jAYNE3WhcNNDEwMjAOMjAYNJE3WjB5MQswCQYDVQQG{DIIrds5BcSpNNV6GDH0ZO+qMBcGA1UdIAQQMA4wWDAYKKWYBBAGC
xC8BATANBgkghkiGO9WOBAQsFAAOCAYEAChJwn/ii5ZGWRhDMrbLHDHE8SBcZvxuj
c5le1oCONGilwr87AqsGgm1dI65SxMMXtBRNgcfgwbDQmpiT5hsrlcg2wkHDas/1
vveBm2nSpdWGHi9uCZGZHpOqQk4h5W3HEaByn0UY3cgQ2b+H4fUiN4ZtPst+coPp
O+w9mzGN1gR3RkfnRJPyBGIXfv8uy5WLgMTvaaKm2ociFr3EOF1kgvx608CM8TPe
PcB6MArAECCIvwIS/JAOFI3FDOMUZYvn2PIwltWCLIgf+Agkhvej92p5BFTOTNHO
1iMp/qYb/mpIXXYNsEsRI6pYGhFn31QaLAMVIrXYksP4TrEpOGBWi9Vnj2JOGNp/
CrO3WO0CzZblLeoOqYio3tJUoyQs5/9faN8my+5mByPm9kfWBhqg2FXIE4a3llGwdxo
7bzVawhxiZPutefv8SqNd90Jbd6SRhQEUK067E+b4h)2cv7btNHVHhD10/99cW6S
NPZ9dedzZWiuioBhrIM9QSBUppZ WG+t

MIIFgzCCA2ugAwIBAgIJAMAK6qaC/BDRMAOGCSqGSIb3DQEBCWUAMGAxXCzAIBgNV
BAYTAIVTMRkwFwYDVQQKEXBPcGVUQURSIEFsbGlhbmNIMRgwFgYDVQQLEW9SUOEg
Um9vdCBDQTAWMDEXKjAoBgNVBAMTIVRFU1QgT3BIbkFEUIBBbGXpYWS5jZSBSUOEg
Um9vdCBDQTAeFWOXNDAYMTkxODMOMjhaFwOONDAYMTkxODMOMjhaMGwxCzAJBgNV
BAYTAIVTMRkwFwYDVQQKEXBPcGVUQURSIEFsbGlhbmNIMRcwFQYDVQQLEwW5SUOEg
VkVOIENBMDAWMTEpMCcGALUEAXMgVEVTVCBPcGVUQURSIEFsbGIhbmNIIFJTQSBW
RU4gQOEwggGiIMAOGCSqGSIb3DQEBAQUAA4IBjwAwggGKAoIBgQDDIug70nfxiKTr
4q+nc8lhvsvgBcBv/sri7YCk36+ztFpCsA6QA7g5y/tU/omKTP5c¢9qD1+b4KPOZR
Gnd/15jSfgNDKLE3BpOkljamk4qyyUWKnBgQKKgHDoM84pYMSEOSJpRILET1IMmI
Y7SYit534+TWHmM4tHzZnRWCQrpPnc8tZvy4)SOMG9j3PvvxDT6TFLkuy7XGtcPKNI
zhABSOeiOFmen1fEHMzUUfMs2aljPutUVZzIXHm+hv02Y1nfU+EE5SGz+oHDFNOm
rwLivOjAhCw2c4NanTPKBEv1zhOY9yMpYQGHX/a457z3MXVwJe8xVLBo5ycx1BYX
+7w9MuUZ1cYkJVBeae)9AgvVwWD2TFk604GYdQXqG/gVKO/aWaeZNcLiFxH+8EmS8o
pLFy3sTwph2PkWKMXxYIJBt/TByY8DgaiTUzfA6 TcFgNmhLGuyisW19DFgMm3XfM3
fqSw2G4WBdIWBbCheDf4f40xjvSxAokpaOBFhbmGF9su8ZFDPNUCAWEAAaOBpTCB
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0jAdBgNVHQ4EFgQUNZV8Mgit2zkFxKk01XoYMehk760wDgYDVROPAQH/BAQDAGEG
MCMGA1UdEQQcMBgkGDAWMRQwEgYDVQQDEWtTWU1DLTMwNzItMTASBgNVHRMBAfSE
CDAGAQH/AgEAMBCcGA1UdIAQQMA4wWDAYKKwWYBBAGCXxC8BATAfBgNVHSMEGDAWgEBTM
cmzJEF7WYdxcxCU+wQ6axmPXMjANBgkghkiGO9WOBAQsFAAOCAgEAN/K4jfp7M5XI
SCYS9htWA4EdjCN7v840CGVc3DFTHalz/wkFVyxhVIITEwW8IWGYG/D97D+fCgPjCa
3PXgOT646tkMgwPQSzUWUTGDYqfsusUqVBI3nXZZgWsRwylaavJAHGKORvulpVq7
XeQigrGT1YOBiRAqGyPq3ai05tMrFSZAGqDVzkJct1zNc+12eOUEzwl)zDgPvTg20
DN9A6CsHQCjUBGZC086YQmMPLbevNo2g6pdxvmSNDT/c6bffPIVRXbweC1iVLWtvP
SPkgDbDgMnGwLFyZcCaqQtRnV1ZCFUjwcPrazAmXNpYZjlWjh40/giQ7n49hcgtg
Cfjj2uxsq7bBTv+VKRFoytbEP83/Mn0jURaQeNacBly2upqtp6Nt9B2R8UuUSBSjH
Jp+NEjazZc+6A1mIkPHkGVIuoLLiXcAWBVP6SFyLmMgqCGgAr2VS04KKLSVEXywjBI
goRF2jseS2pJPihaar+LG87ieINFM6h6zI8DTAhMBE7N+Fj4jWU20UygYs9PLrg3
fOM2ST9uVybAjPJ8exBIXrN4V]oR6vebm+mxVkrAgSUa+LUMigHyixjXmyGIXQll
72DNqgvY8HTTE+POI6FVC7glcVTyygUv5vWE6pwmmlrbk2upKshQnUelXydYJBsAH
pOR5GJfzMPXZ7VANjhHPVqJWIQdTsNA=
)+YAzaBg9A7SUy
QGT3cqUEGYMaYwvxHOT3zQi7NEQ5yV3Pm6ZBkuLudpERhLzIWHKO0z2KfJOven205
aXXx6hW50LRRBzsoBFVPCm1PC5g5wwOx3fv9+1/qCcWKCYIeORRPtxsVZ34wGp5f
8r94RGh2cWj7htvAhiv7Q2cMwLHVAq8dojF5D9BH8NOwresTctgqlKcBboEkvRsG
VqlLbbtGXgeTWrY8urTm3PCDoGvSningiKzC11sFpFZ39H6ZWinwXX6B+SMLviwoP
RTXPhO+MO8SsrEwSP9+RMNNuLhYzbh20SKIMt8kCg7cQiUgRVZjm4nNAkfmWrHIN
€2g82zAws0jh3Y8OUE97NKwCOXpoU+uh5Lt7+IhrPPPJRoOgWNmM9TulxxudYgNNfx
7U7+gRu+Lvb3riM6SzJ+WyzLbwF50YK3Lha)RTq4N+TkxtD6C5SsPiiExpU/OuEe
8ddOfl/E2CQktIV5I31LHCsTI9vtuOWrAgMBAAGjaTBnMASGA1UdEWEB/WQFMAMB
Af8wDgYDVROPAQH/BAQDAgEGMBOGA1UdDgQWBBTMcmzJEF7WYdxcxCU+wQ6axmPX
MjAIBgNVHREEHjAcpBowGDEWMBQGA1IUEAXMNTVBLSSOOMDk2LTIWNTANBgkghkiG
9wOBAQsFAAOCAgEAoNnVOVFYCBIU4jKEhI7VdTcq7P2lgnwmIDol1x+5E+mvpwuQ7/
7KN+xiUui/51p5wA+q)cMDwYCyVaOBoAHvzN3MamUKAZwpCbC/CnVarbtFaHoPfBévaObHDuG93FaeyPaBaodUkA98VhYXxqKfbSmFzWY=
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10. Using Niagara 4 Workbench open the CertificateManagerService for your station:
/Config/Services/PlatformServices/CertManagerService.

11. Press the Import button in the User KeyStore tab and select the
openADRCertChain.pem file assembled above.

12. If the assembled certificate does not import into the Niagara User Key Store and
generates the exception shown below you will need to remove the pass phrase from
the RSA private key by using tools such as openssl.

#% An Error Has Occurred

0 The "Import” command encountered an error,

java.ic.I0Exception: unsupported object type: org.bouncycastle.asnl.pkcs.PrivateKeyInio
at com.tridium.platcrypto.ui.BCertsTablesImportCommand.dolnvoke (BCertsTable. javai559)
at javax.baja.ui.Command.doInvoke (Command.java:31ll)
at jevax.baja.ul.Command.invoke {Command. java:251)
at jawvax.baja.ui.BButton.doInvokehction (BButton. javazl49)
at javax.baja.ui.BlAbstractButton.mouseReleased(BAbatractButton. java:554)
at javax.baja.ui.BWidget.fireMouseEvent [BWidget.java:1223)
at com.tridium.ui.awt.MouseManager.fire (MouseManager. java:325)
at com.tridium.ui.awt.MouseManager.fire (MouseManager. java:259)
at com.tridium.ui.awt.MoussManager.released (MouseManager.java:13l)
at com.tridium.ul.awt.MouseManager.process{MouseManager.java:l04)
at com.tridium.ui.awt.hwtShellManager.processMouseEvent (AwtShellManager. java:509)
at com.tridium.ui.swing.BSwingWidgetsGlassMouseListener.redispatchMouseEvent (BSwingWidget.java:gdl)
at com.tridium.ui.swing.BSwingWidgetsGlassMouselistener.mouseReleased (BSwingWidget. java:510)
at java.awt.Component.processMouseEvent (Component. java: 6539)
at javax.swing.JComponent.processMoussEvent [JComponent. java:3324)
at java.awt.Component.processEvent (Component. java:e304)
at java.awt.Container.processEvent (Container.java:223%)
at java.awt.Component.dispatchEventImpl (Component.java:4389)
at java.awt.Container.dispatchEventImpl (Container.java:2297)

13. To remove the pass phrase from the * privkey.pem file run the following openssl
command:
openssl rsa -in *_privkey.pem -out * privkeyOut.pem
Note: Enter the full filename for the input and output key files.
14. Reassemble the openADRCertChain with the newly generated *_privkeyOut.pem
and import into the Niagara User Key Store.

Installing and Configuring OadrService in the Niagara 4 Station

This section describes the steps required to configure the OadrService in the Station.

1. Install the openAdr-rt.jar in the Station. See the Niagara 4 module Installation
section above.

2. |Install the VEN Client Certificate if using secure communications with the VTN. See
the Importing OpenADR Certificate into Niagara section above.

3. Start Workbench and open the openAdr palette. The palette contains the objects
shown in the screenshot below:
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@ Platform
& Station (openADR)

- Palette 7
- E 3 il:lpen.-ﬁ.u:lr
OadrService

4% Oadrven2a
E“fl Cadrven2B
BHl cadroptschedule

& OadrResource

4. Connect to the Station and expand the Nav tree to expose the /Config/Services
object.

5. Drag the OadrService object from the Palette and drop it on the /Config/Services
object in the Station.

6. The OadrService object manages the lifecycle and licenses for the VEN objects
configured under it. Only one OadrService object is allowed in the Station.

7. If the license is valid then the Status property of the OadrService object will have a
value of {ok} and the number of VENSs Licensed will be displayed as well. Details of
the properties of the OadrService are described under the OadrService Components.

8. Dragthe OadrVen2A or OadrVen2B object from the Palette and drop it on the
OadrService object.

9. If the License is valid and the number of VENSs licensed limit has not been exceeded
than the OadrVen can be configured to connect to the VTN.

10. Configure the VTN URL property of the OadrVen object. This is provided by the VTN
operator.

11. If the VTN URL starts with https (secure connection) then configure the Https Min
Protocol property to TLSv1.2 and the Client Certificate Alias to the certificate chain
Alias, you imported to the User Key Store.

12. Right-click on the OadrVen object and invoke the “Oadr Create Party Registration”
Action.
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& Vykon WorkPlace N4 — 5 =

File  Edit Search Bockmarks Tools Window  Help Q
4 D O-Bo /OB O ®- B A
My Host: SACKPS1S (openADR)  © Station [openADR]  © Confiz  © Services | /  AXPropertySheet
+ Nav 5l OsdrService | (Y CertManagerService [x]
# O & My Network Property Sheet
r N My FHE Dy sLE —— “
O my Madules Lyl Mumber of VEN 2Bs Configured 3
& Platform [l Thread Pool Thread Pool
& station (openaDr) [ Min Threads 2 -4
A slarm @il Max Threads 1 12-10]
é chiti [@l Thread Idle Timeout  |00000R 0lm 00s(2] [0ms-5minutes]
v onfig 22
@ Rendces M Work Queue Size 4 [2-10]
GDrwers b Czadr .
@Apps - 2 = =
Actions 0Oa ry Registration
O Test = b
™ Oadr Create Party Registration
v B Files | New = )
& Hierorchy O Cq - Oadr Cancel Party Registration
: - Edit Tags
@ History \ L il _ Oadr Request Event entral.clol
192.168.1.140 (openADR) ‘ Make Template Dadr Create Opt
Oadr Cancel Opt
+ Palette (4] i Oadr Register Report
w X B § cpenadr = ctlsy  OadrPoll
OadrService

R Duplicate Ctrl+D 82dc099526b1630

Ay Oadrvenza =
%y OadrvenzB - Delete Delete

» B8 0sdrOptSchedule ‘ Find

h Olm 003 2 [1second-=inf]
N | TLSv1.Z

ok hilocertchain
& OadrResource 1

optin

[

13. If the VTN address starts with https, you may need to approve the VTN host at the
/Config/Services/PlatformServices/CertMangerService Allowed Hosts tab for the first
time you try to access the VTN URL and then invoke the Oadr Create Party
Registration Action again after approving the VTN Host.

14. If communication is successful, the Registration State property will change to
“registered” and the Registration Id property will be filled in along with the VTN Id
and VEN Id properties.

15. If the VEN Enabled property is set to true and Status property is {ok}, the VEN will
start polling the VTN at the Poll Frequency the VTN has requested.

16. You can turn the station log for the openAdr.service and openAdr.Message to ALL to
see the detailed messages that are exchanged between the VEN and the VTN. This is
good practice during the initial configuration of the VEN and can provide insight into
any issues that may be preventing successful communications.

OadrService Components

This section describes the main components that make up the OadrService and their
properties.
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OadrService
The OadrService object manages the lifecycle and licenses for the VEN objects
configured under it. Only one OadrService object is allowed in the Station.

Property Sheet

QadrService (Oadr Service)

. Status [ok})
@ Fault Cause

@ Enabled @ true
[l Number of VENs Licensed 4

[ Number Of Ven Licenses Used 3

[l Mumber of VEN 24s Configured 0
@ Number of VEN 28s Configured 3

[l Thread Pool Thread Pool
@l Min Threads 2 (1-4]
[l Max Threads 4 [2-10]
(o T idle Timeout  |00000R Olm 0032 [0ms-5minutes]
@l Thread Idle Timeout el ]
. Work Queue Size 4 [2-10]

Properties of this component are listed below:

» Status: Text message showing status of this object. {ok} or error message.

Fault Cause: Text message showing reason for fault.

Enabled: Set to false to disable the OadrService.

Number of VENs Licensed: Shows the VEN.limit quantity in the license file. This

is how many VEN objects you can have in this station.

Number of Ven Licenses Used: Shows the current number of VEN objects

configured in the Station.

» Number of VEN 2As Configured: Shows how many VEN2A objects have been
configured in the Station.

» Number of VEN 2Bs Configured: Shows how many VEN2B objects have been
configured in the Station.

» Thread Pool: OadrService maintains a pool of Threads that the VENs can use to
perform tasks such as communications without using the main engine thread.

» Thread Pool/Min Threads: Minimum number of threads the pool maintains all
the time.

» Thread Pool/Max Threads: Maximum number of threads the pool can
instantiate.

» Thread Pool/Thread Idle Timeout: Threads above Minimum thread count will be
terminated if idle for this timeout period.

» Thread Pool/Work Queue Size: Threads are queued for execution. This is the
number of threads that can be in queue or they will be blocked until a slot opens
in the queue.

VYV V VYV

Y
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OadrVen2A
The OadrVen2A object represents the OpenADR 2.0A VEN in the Niagara Station.

objects can only exist under the OadrService.

4 OadrVen2A

(@ Status

(@ Fault Cause

(@ Enabled

- Connection Status

(@l VTN URL

. Transport Name

(@ VTN Id

.ri VTN Username
(@l VTN Password
(M VEN Id
(@l Poll Frequency
(@ Https Min Protocol
(@ Client Certificate Alias
(@ Opt Value
. Opt Value Override
(@ Opt Out Schedule Link Status
(@ Opt Out Schedule Link In
. Schedule Override
(M Events
(@ Resources

OadrVen2 A

{ok}

. true
Idle
http://localhost:8080/

simpleHttp

Test_‘i."enl

Q00000R 0lm 00s ﬁ [1 second _-inf___

TLSv1.2

optin

. false
Not Linked
optin

@ alse
All Events

Oadr Resources

7 Refresh |

’1—] Save

VEN

Properties of this component are listed below:

» Status: Text message showing status of this object. {ok} or error message.
Fault Cause: Text message showing reason for fault.

Enabled: Set to false to disable the VEN polling.

Connection Status: Shows communication status.

VTN URL: VTN Endpoint. This URL should not include the OpenADR URIs

YV V VYV V

(/OpenAdr2/Simple/EiEvent for example). Required for VTN communications.

A2 7%

typical).

Transport Name: Only “simpleHttp” is supported by this VEN.
VTN Id: Provided by the VTN operator.
» VTN Username: Leave blank unless VTN requires user authentication (not

» VTN Password: Leave blank unless Username is filled in (not typical).
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VEN Id: Provided by the VTN operator after out-of-band registration. Required
for VTN communications.

Poll Frequency: Interval at which the VEN will poll for Events from the VTN.
Https Min Protocol: TLSv1.2 is the current requirement for OpenADR 2.0.

Client Certificate Alias: Fill in with the Alias of the OpenADR certificate Chain
imported into the Niagara User Key Store.

Opt Value: VEN level opt value. Defaults to optin.

Opt Value Override: If set to true then the Opt Value will be used without any
further Opt calculation. Refer to the Event Workflow section on details about
this property.

Opt Out Schedule Link Status: Shows if an OadrOptSchedule is linked to this VEN.
Opt Out Schedule Link In: Property of the VEN where the OadrOptSchedule
should be linked to. Shows current Opt value of the linked in schedule.

Schedule Override: If true ignore the OadrOptSchedule in calculating the opt
value. Refer to the Event Workflow section on details about this property.
Events: This node contains the Event Interface and the Ven Events objects. The
Event Interface node is “static” and contains all the properties of an Event. VEN
Events node contains a list of Events that have been sent to this VEN. Properties
of the Event Interface node are filled in with the properties of the current “active
event from the VEN Event list of events.



Property Sheet
[i Events (All Events)
» B8 Eventinterface  Eventinterface
b 'i Ei Response Ei Response
|_'. Request 1D
(@ vtniD
¥ ’i Active Oadr Event  Active Oadr Event
[i Oadr Response Required Always

+ @i Active Ei Event Active Ei Event
v I- Event Descriptor Event Descriptor

(@ EventiD
(@ Modification Number |0
@ Priority 0
I"i Market Context
@i Created Date Time null
ri Event Status none

@il TestEvent
(@l vtn Comment

+ [l EiActive Period Ei Active Period
[ Start mall
ri End null
(@il Duration +00000R 00m 003
ri Tolerance +00000h 00m 003
I"_i Ei Notification Duration +00000h 00m 00s
(@l EiRamp Up +000000 00m 003
[ EiRecovery +00000R 00m 003
(@ Randomization +00000h 00m 00s)4

31-Dec-1969 07:00 PM EST

Ll

@ Calculated Far Start

31-Dec-15969 07:00 PM EST

lale

(@ Calculated Near Start

= . . 31-Dec-1969 07:00 PM EST|
[l Calculated Active Start o e L L

bk Lk

B E E E E

oD z -Dec-196% 07: M
[ calculated Completed Start  [S1~D=c-1969 07:00 BM EST

31-Dec-1969 07:00 PM EST

Ll

I'i Calculated Completed End

[i Components

b I. EiTargets Ei Targets
» [ Active EiEvent Signals  Active Ei Event Signals
» BB VEN Events Ven Events

O Refresh ['_-j Save

Event Interface can be used to link the Ramp Up and Recovery times, etc. to the
station logic. The properties of this object will be updated automatically with
the properties of the current Event at the beginning of its Notification time
(Calculated Far Start time) and reset to nulls at the end of the Recovery period
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(Calculated Completed End time). Refer to Figure 2 below for the time intervals

of an event.
Randomization =| [<—
Notification Time
< Rampup > Duration Recovery
Evgnt Evant
Start End
Time
Far State .| _Near State Active State Completed State
Pending
Signal #1
Interval 2
Signal #2
1 2

Figure 2 Time intervals of an event

Signal Filter objects can be configured under the Active Ei Event Signals node of
the Event Interface object to configure specific Signals (Level, Electricity Price,
etc.) that need to be linked to other station objects to drive displays or logic.
Standard or Custom Signals can be configured by invoking the appropriate Action
on the Active Ei Event Signals node of the Event Interface object.

(W EiTargets Ei Targets

- Active El Event Signals  Active Ei Event Signals

(@ EiEventSignal_1  Active Ei Event Signal

(@ Signal Name SIMFLE
@ Signal Type level
(i signalID

(M current Value 0.00

(@ signal Interval  Signal Interval

. Duration 0000007 00m 0O0=s
(@ vid
@ Payload 0.00

(@ start Time [mull
(M End Time  [null

B8 VEN Events Event

If the Signals for the Active Event match the “Signal Name” property of the Signal
Filter object then the rest of the Signal Filter properties will be set to the Signal
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values. If the “Signal Name” does not match, then the properties of the Signal
Filter object will remain ‘null’.

Actions

» Oadr Request Event: This action is used to request events from the VTN.
If the OadrVen2A object’s Enabled property is set to true, this action is
executed at the polling frequency to request events from the VTIN. This
action can also be invoked manually to request events immediately.

OadrVen2B

The OadrVen2B object represents the OpenADR 2.0B VEN in the Niagara Station.

VEN

objects can only exist under the OadrService.

% Oadrven2B
. Status
(@ Fault Cause
(@ Enabled
@l Connection Status
(@ VTN URL
. Transport Name
. Registration State
@ Registration Id
(@ VTN Id
@ VTN Username
[l VTN Password
(@ vEN Id
(@ Poll Frequency
(@ Https Min Protocol
(@il Client Certificate Alias
[l Opt Value
@ Opt Value Override
(@ Opt Out Schedule Link Status
(@ Opt Out Schedule Link In
(@i Schedule Override
. Events
(@l Registration
[l Reports
b . Resources
& Nadrven?R1TH

OadrVenZ2 B
{disabled}

.- false

Idle
https://hilo—vtn-ga-0l.canadacentral.clo;
simpleHttp

registered

€7d3cl132870bacTE%6e

Hilo VIN

ada7cdedc099526b1630

00000Rh O1lm 0O0s j‘ il second-—inf_i
TLSv1.2

hilocertchain

optin

.- false

Mot Linked

optin

.. false

All Events

Registration

Reports

Oadr Resources
DadrVen? R

Properties of this component are listed below:

» Status: Text message showing status of this object. {ok} or error message.
» Fault Cause: Text message showing reason for fault.
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Enabled: Set to false to disable the VEN polling.

Connection Status: Shows communication status.

VTN URL: VTN Endpoint. This URL should not include the OpenADR URIs
(/OpenAdr2/Simple/EiEvent for example). Required for VTN communications.
Transport Name: Only “simpleHttp” is supported by this VEN.

Registration State: Shows “unregistered” or “registered”. Must be in the
registered state for polling the VTN. Automatically configured after successful
invocation of the “Oadr Create Party Registration” Action.

Registration Id: Automatically filled in after invoking the “Oadr Create Party
Registration” Action. Can also be provided by the VTN operator after out-of-
band registration. Required for VTN communications.

VTN Id: Automatically filled in after invoking the “Oadr Create Party Registration”
Action. Can also be provided by the VTN operator after out-of-band registration.
VTN Username: Leave blank unless VTN requires user authentication (not
typical).

VTN Password: Leave blank unless Username is filled in (not typical).

VEN Id: Automatically filled in after invoking the “Oadr Create Party Registration”
Action. Can also be provided by the VTN operator after out-of-band registration.
Poll Frequency: Interval at which the VEN will invoke the “Oadr Poll” Action to
get updates from the VTN. The polling interval is set to the Polling Frequency
requested by the VTN during registration. This interval can be manually set to a
value slower than the poll frequency requested by the VTN but not any faster.
Https Min Protocol: TLSv1.2 is the current requirement for OpenADR 2.0.

Client Certificate Alias: Fill in with the Alias of the OpenADR certificate Chain
imported into the Niagara User Key Store.

Opt Value: VEN level opt value. Defaults to optin.

Opt Value Override: If set to true then the Opt Value will be used without any
further Opt calculation. Refer to the Event Workflow section on details about
this property.

Opt Out Schedule Link Status: Shows if an OadrOptSchedule is linked to this VEN.
Opt Out Schedule Link In: Property of the VEN where the OadrOptSchedule
should be linked to. Shows current Opt value of the linked in schedule.

Schedule Override: If true ignore the OadrOptSchedule in calculating the opt
value. Refer to the Event Workflow section on details about this property.
Events: This node contains the Event Interface and the Ven Events objects. The
Event Interface node is “static” and contains all the properties of an Event. VEN
Events node contains a list of Events that have been sent to this VEN. Properties
of the Event Interface node are filled in with the properties of the current
“active” event from the VEN Event list of events.



[l Events All Events
B8 Active Event  Active Event
B8 VEN Events  Event

[ Ei Response Ei Response

P P
. RequestID 5f7addf867ThfS61c4656
(i viniD Hilo VIN

(Ml OadrEvent_ddS6eeadda7o46fallel  Oadr Event
(Ml eifvent  EiEvent
. Event Descriptor  Event Descriptor
(W Ei Active Period Ei Active Period
(W EiTargets Ei Targets
(Ml eiEventSignals Ei Event Signals
(@ Signal_1  EiEvent Signal
(@ Signal Name SIMPLE
(@ Signal Type level
(@ signal ID 29£2244d17d96dasascy
(@ currentValue |0.00
(@ Interval_1 signal Interval
(@l OadrEvent_3925bee076a058a41b5a  Oadr Event

Event Interface can be used to link the Ramp Up and Recovery times, etc. to the
station logic. The properties of this object will be updated automatically with
the properties of the current Event at the beginning of its Notification time.
Refer to Figure 2 below for the time intervals of an event.

Randomization —=| [
Notification Time
< Rampup > Duration Recovery
Evgnt Evant
Start End
Time
Far State . [_Near State Active State Completed State
Pending
Signal #1
Interval 2
Signal #2
1 2

Figure 2 Time intervals of an event
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Signal Filter objects can be configured under the Active Ei Event Signals node of
the Event Interface object to configure specific Signals (Level, Electricity Price,
etc.) that need to be linked to other station objects to drive displays or logic.
Standard or Custom Signals can be configured by invoking the appropriate Action
on the Active Ei Event Signals node of the Active Event object.

. Ei Targets Ei Targets

. Active Ei Event Signals  Active Ei Event Signals

(@ EiEventSignal_1  Active Ei Event Signal

(W Signal Name SIMFLE
@ Signal Type level
(@ signaliD

(W current Value 0.00

(@l Signal Interval  Signal Interval

. Duration +00000R 00m Q0=
(@ vid
@ Payload g.00

(@ Start Time |ouil

(Ml End Time  [null

B8 VEN Events Event

If the Signals for the Active Event match the “Signal Name” property of the Signal
Filter object then the rest of the Signal Filter properties will be set to the Signal
values. If the “Signal Name” does not match, then the properties of the Signal
Filter object will remain ‘null’.

OadrVen2B object has one Action called “Oadr Poll”, if its Enabled property is set
to true, it is executed at the polling frequency. This action can also be invoked
manually to request events immediately.

Registration: This node contains the properties of the registration message used
to register the VEN. The properties will be filled in automatically once the VEN
has been registered with the VTN by invoking the “Oadr Create Party
Registration” Action on the OadrVen2B object.

Reports: This node contains the list of reports that have been requested by the
VTN.

. Reports Reports
. report_S5aef4dccl76317calla®  Report

[ RequestID 2£821476d90253=755¢0
[l Report Request| D Sac€4dccl7é317callal
(@l Report Specifier | D 1
[l Granularity +00000h 01m 00s
(@ Report Back Duration  [+00000R 02m 00s
[ Start Time 22-Feb-2021 09:26 PM EST
(@l Report Duration +00005h 00m 00s
. rib_1 OadrResourcel



» Resources: This node contains the list of OadrResource objects that have been
configured for this OadrVen2B object.
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Actions

>

Oadr Query Registration: This action is used to query the VTN to
determine what profiles, transports, and extensions it may support. Note
that the VEN will need to be configured out of band with the address of
the VTN to initiate the query. The response to the query can be viewed
in the debug console of the station to see the profiles, transports, etc.
supported by the VTN.

Oadr Create Party Registration: This action is used to register the VEN
with the VTN. Note that the VEN will need to be configured out of band
with the address of the VTN to initiate the query. VEN object properties
Registration State, Registration Id, and VTN Id are configured after
successful invocation of this Action. The Registration object properties
will also be configured after successful invocation of this action.

Oadr Cancel Party Registration: This action is used to cancel an active VEN
registration.

Self Cancel Party Registration: This action is used to cancel VEN
registration without communicating to the VEN. The Registered state
property of the VEN object is set to unregistered. This Action is only used
for testing purposes and should not be invoked under normal operating
conditions.

Oadr Request Event: This action is used to request events from the VTN.
If the VEN object’s Enabled property is set to true, this action can be
invoked manually to request events immediately.

Oadr Register Report: This action is used to register the reports
capabilities of the VEN. This Action is automatically invoked during the
Registration process. This action can also be invoked manually to Register
Reports if Resource object configuration of the station is changed. Note
that after the Register Report Action is invoked the Request Events
Action is automatically invoked as well.

Oadr Poll: This action is used to poll for messages (events, re-
registration,reports etc.) from the VTN. If the VEN object’s Enabled
property is set to true, this action is executed at the polling frequency to
request messages from the VTN. This action can also be invoked
manually to request messages from the VTN immediately.



OadrResource
The OadrResource object represents one or more loads that are managed by this VEN.
These are the interface objects to be linked to the rest of the station objects and logic.
OadrResource objects can only exist under the Resources node of the OadrVen2B
object.SI need to add the standard or custom signals under the Signal Target property of
resource object using appropriate action.

When VEN receives any event from VTN it gets added under VEN Events node .When
event goes to far state then properties of Active interface node gets populated with that
specific VEN Event. Once the event goes to active state then signal payload values get
updated under Event interface - > Active Ei Event Signal as well as under targeted
resource’s Active Ei Event Signal. When event’s completed start time is reached signal
payload under the Event interface - > Active Ei Event Signal as well as under targeted
resource’s Active Ei Event Signal gets cleared.

Please note that only targeted resources signal payload gets updated.
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\Jll Resources Oadr Resources
* & OadrResourcel Oadr Resource

(@ Status [ok]

(@ Fault Cause

(M Enabled @ true

I”. Resource Units kW

.. Resource Pulse Factor 0.0o

'L_i Resource Current Value 62.43

i_i Resource Current Status cadrinline

(@l Resource Source Ord /Test/ChillerFower

== Resource LinkIn 62.43 {ok] R 10 ¥
|. Resource History Ord history:/openiAlR,/ChillerPower
!—i Resource Report Duration 10024h 00m 0033 [1minute-+inf]
@ Min Resource Sampling Period ~ |90000h 0lm 00s|3 [1second-1hour]
(@l Max Resource Sampling Period  [00001h 00m 00s)2! [1second - +inf]

(@ Resource Sample On Change @ false
[l Opt value optin
@ Opt Reason notParticipating

(@l Market Context

(@ Opt Calculation Delay +00000h 00m 053/
@ Opt Availability Schedule Days 5

(@l Opt Out Schedule Link Status Linked

(@l Opt Out Schedule Link in loptin
(M Schedule Override @ fals=
@ Signal Targets Active Ei Event Signals
+ [l EifventSignal_1  Active Ei Event Signal
(@ Signal Name STMELE
(@ Signal Type lewvel
(@ Signal 1D

(M Current Value 0..00

@ Signal Interval  Signal Interval

(@ Duration +00000R 00m 003
(@ vid
@ Payload 0.00

(@ Start Time [mall
(M EndTime  |mull

Properties of this component are listed below:

>

VYV V V
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Status: Text message showing status of this object. {ok} or error message.
Fault Cause: Text message showing reason for fault.

Enabled: Set to false to disable the VEN polling.

Resource Units: Units derived from the units of the linked in resource. Units
must be configured for the Reports to work. Only Power (Watts) or Energy
(Watt-Hours) are the allowed Resources.



A\
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Resource Pulse Factor: Enter the pulse factor if this resource is a pulse counter.
Resource Current Value: Current value of the linked in resource object.
Resource Current Status: oadrOnline or manualOverride based on the linked in
resource priority array value. If priority array value is 8 (user override) or less,
then the resource is in manualOverride. If the priority array is higher than 9 then
the linked in resource is oadrOnline. These values are used in the Telemetry
Status Report.

Resource Source Ord: Derived from the Resource Link in property.

Resource Link in: Property to link a Numeric point representing the power or
energy used by this resource.

Resource History Ord: Standard Niagara History associated with the resource
linked in. Must be Numeric values representing power or energy.

Resource Report Duration: Maximum reporting period available for Telemetry
Usage or Status reports for this resource.

Min Resource Sampling Period: Minimum sampling period this resource can be
configured to provide data for the Telemetry Usage and Status reports.

Max Resource Sampling Period: Maximum sampling period this resource can be
configured to provide data for the Telemetry Usage and Status reports.
Resource Sample On Change: If set to true this resource supports COV sampling
for the Telemetry Usage and Status reports.

Opt Value: Opt value for this resource. Refer to the Event Workflow topic for
details on this property.

Opt Reason: select the reason for opting out for this resource when sending the
resource opt schedule to the VTN.

Market Context: If blank this resource participates in all Market Contexts,
otherwise this resource participates only if the Event Market Context matches
the Market Context listed here.

Opt Calculation Delay: Delay in calculating the Opt schedule for this resource
after the Event has targeted this resource to allow the station logic to influence
the Opt schedule if needed.

Opt Availability Schedule Days: Number of days since today to generate the
“vavailability” schedule for this resource.

Opt Out Schedule Link Status: Shows if an OadrOptSchedule is linked to this
Resource.

Opt Out Schedule Link In: Property of the Resource where the OadrOptSchedule
should be linked to. Shows current Opt value of the linked in schedule.
Schedule Override: If true ignore the OadrOptSchedule in calculating the opt
value. Refer to the Event Workflow section on details about this property.
Signal Targets: Invoke the “Add Standard Signal Targets” or “Add Custom Signal
Targets” on this property to configure the signal targets that this resource
participates in. If the Event Signal matches the signal configured here its



properties will be mapped to Resource signal properties when the signal interval
is active.

Actions

» Update Resource: This action is used to update the Signal Targets
properties of the Resource object. This Action is triggered automatically
based on the Events and their states in the station and should not be
invoked manually under normal operating conditions.

» Oadr Create Opt: This action is used to generate and send the
vavailability schedule of this resource to the VTN. This action can be
invoked manually or based on station logic. If resource’s schedule
override property is true or if no schedule is connected to resource then
it sends full day schedule with opt value as resource’s opt value else it
sends all schedule time slots with duration for connected schedule.

» Oadr Cancel Opt: This action is used to cancel the Opt Schedule for this
Resource.

OadrOptSchedule
The OadrOptSchedule object is used to create the optOut schedule for the VEN or
individual Resources configured in the station. This schedule is also used to generate
the “vavailability” schedule of a resource that is sent to the VTN using the EiOpt service.
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Thu

Sun Mon Tue

Fri

Sat

optin

3:00AM

optin

optin

6:00 AM

2:00AM

12:00PM

optOut

3:00PM

6:00 PM

9:00 PM

optOut

EventStart 06:00 AM &
EventFinish |03:00 PM 3

EventOutput[] null optOut

BB wWeekly Schedule m Special Events B Properties @ Summary

D Save 0 Refresh |
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Reports
Niagara VEN supports 3 types of reports.
1) Telemetry Usage
2) Telemetry Status
3) History Usage

Once VTN request for report, then VEN sends the report details to VTN.

VTN can request only registered reports from VEN, So VEN has to register the reports
first. Report registration automatically happens during create party registration of VEN.
If user adds any new resources after the registration process then user need to invoke
action “Oadr Register Report” on VEN to register report.

In order to register the history usage report user first need to select the history ord
using the property “Resource History Ord” as shown in below snapshot.

(M Resource History Ord history:/

(Ml Resource Report Duration 00024h 00m 00s|# [1minute-=+inf] Bql Query Builder

- Min Resource Sampling Period 00000h Olm 00s|4 [1second-1hour] Component Chooser

(@ Max Resource Sampling Period  |00001h 00m 00s/4 [1second-=inf] Component Grid Query Editor
- Resource Sample On Change . false Directory Ord Chooser

(M Opt value optin File Ord Chooser

(Ml Opt Reason economic History Ord Chooser

"y s N ,
Jll Market Context Orion Ord Chooser

(M Opt Calculation Delay +00000h 00m 0534

Secured Point Chooser

Reports node contains the list of reports that have been requested by the VTN.

. Reports Reports
. report_S5aef4dccl76317calla®  Report

(@l RequestID 2£321476d4902532755¢c0
[l Report Request| D Sac€4dccl7é317callal
(@l Report Specifier | D 1
[l Granularity +00000h 01m 00s
(@i Report Back Duration  [+00000h 02m 003
[ Start Time 22-Feb-2021 09:26 PM EST
(@l Report Duration +00005h 00m 00s=
'. rib_1 OadrResourcel
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Event Workflow

Niagara VEN calculates the opt value for an event based on the following properties:
a) VEN “Opt Out Schedule” opt value
b) VEN Resources opt value

Scenario 1: Events are sent to the VEN and the “Ei Target->Resources” property is blank.
This means that all resources have been targeted and should be processed as described
below.

1.
2.

Events are added to the “All Events” node of the VEN.

If the VEN “Opt Value Override” is true then the VEN’s “Opt Value” will be used as
the published value for the events and no further processing of any resources will
take place.

If there is no Opt Out schedule linked into the “Opt Out Schedule Link In” property
of the VEN or the schedule is linked in, but the “Schedule Override” value is set to
true then all resources under this VEN will be processed as described below to
calculate the published opt value for this event.

If there is an Opt Out schedule linked into the “Opt Out Schedule Link In” property of
the VEN then it will be processed between the calculated start and end times of the
event. If any period of the event falls within the linked in schedules opt out time the
opt value for this event will be published as “optOut” and no further processing of
any resources will take place.

If the “Opt Out” schedule linked in to the VEN calculates to “optIn” or If there is no
Opt Out schedule linked into the “Opt Out Schedule Link In” property of the VEN or
the schedule is linked in but the “Schedule Override” value is set to true, then all
active resources under this VEN (resource status value is “{ok}”) will be processed to
see if any of the resources opt value calculation result is “optOut” during the event’s
active time. If all the participating resources (targeted, marketContext and signal
match) calculate to “optIn” for the duration of the event, then the opt value for this
event will be published as “optin”. If on the other hand any of the resource’s
calculations evaluate to Opt Out the opt value for the event will still be published as
“optIn”. The availability schedule of resources that are Opt Out can be sent to the
VTN by invoking the “Oadr Create Opt” action on the Resource object. This action
can be invoked asynchronously at any time the VEN wants to inform the VTN about
its resource availability.

Note that if the “Market Context” property of the Resource is blank then it
participates in all markets. If the “Market Context” property has a comma separated
list of market contexts, then this resource will only participate in the events that
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have a market context that matches at least one of the market contexts in the
resource’s list of market contexts.

Scenario 2: Events are sent to the VEN and the “Ei Target” property has a comma
separated list of resources that are targeted by this event. “Market Context” is blank so
participate in all Market Contexts.

1. Events are added to the “All Events” node of the VEN.

2. If the VEN “Opt Value Override” is true then the VEN’s “Opt Value” will be used as
the published value for the events and no further processing of any resources will
take place

3. If thereis no Opt Out schedule linked into the “Opt Out Schedule Link In” property
of the VEN or the schedule is linked in, but the “Schedule Override” value is set to
true then the VEN “Opt Value” property will be used as the opt value for this event
and all resources under this VEN will be processed as described below to calculate
the published opt value for this event.

4. If thereis an Opt Out schedule linked into the “Opt Out Schedule Link In” property of
the VEN then it will be processed between the calculated start and end times of the
event. If any period of the event falls within the linked in schedules opt out time the
opt value for this event will be published as “optOut” and no further processing of
any resources will take place.

5. If the “Opt Out” schedule linked in to the VEN calculates to “optIn” or If there is no
Opt Out schedule linked into the “Opt Out Schedule Link In” property of the VEN or
the schedule is linked in but the “Schedule Override” value is set to true, then all
active resources under this VEN (resource status value is “{ok}”) will be processed to
see if any of the resources opt value calculation result is “optOut” during the event’s
active time. If all the participating resources (targeted, marketContext and signal
match) calculate to “optIn” for the duration of the event, then the opt value for this
event will be published as “optIn”. If on the other hand any of the resource’s
calculations evaluate to Opt Out the opt value for the event will still be published as
“optIn”. The availability schedule of resources that are Opt Out can be sent to the
VTN by invoking the “Oadr Create Opt” action on the Resource object. This action
can be invoked asynchronously at any time the VEN wants to inform the VTN about
its resource availability.

6. Note that if the “Market Context” property of the Resource is blank then it
participates in all markets. If the “Market Context” property has a comma separated
list of market contexts, then this resource will only participate in the events that
have a market context that matches at least one of the market contexts in the
resource’s list of market contexts.
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Since many property values can affect the Opt schedule calculation the following table can be
used as guide to determine the final Opt Value sent to the VTN.

Opt Calculation Table:

VEN Opt VEN VEN RESOURCE | RESOURCE
Value Schedule | Schedule | Schedule | Schedule | Response
Override | Linked Override Linked Override

TRUE NA NA NA NA VEN’s Opt Value

As per event target either all or only targeted RESOURCE objects
will be evaluated as below.

If event targets all resource then if any RESOURCE is OptIn then
the Event response will be Optin . If all resources OptOut then
event response will be OptOut.

If event targets only specific resources then if any targeted
FALSE TRUE TRUE TRUE TRUE RESOURCE is OptlIn then the Event response will be Optin . If all
targeted resources OptOut then event response will be OptOut.

Below statement specifies how individual resource opt value is
calculated.

Specific RESOURCE Opt value will be set for that resource.

As per event target either all or only targeted RESOURCE objects
will be evaluated.

Below statement specifies how individual resource opt value is
FALSE TRUE TRUE TRUE FALSE calculated.

Specific RESOURCE Opt value will be set as per evaluation of
linked in opt out schedule for specific resource.

As per event target either all or only targeted RESOURCE objects
will be evaluated.

Below statement specifies how individual resource opt value is
FALSE | TRUE TRUE FALSE NA calculated.

Specific RESOURCE Opt value will be set for that resource.

FALSE TRUE FALSE Evaluation of VEN schedule.
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If VEN Schedule calculates to OptOut then it sends “OptOut”
value to VTN. Else if VEN Schedule calculates to “Opt In” then as
per event target either all or only targeted RESOURCE objects
will be evaluated.

As per event target either all or only targeted RESOURCE objects
will be evaluated.

FALSE FALSE NA
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